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Head Office, Suvastu Imam Square [Level- 7]
65 Gulshan Avenue, Gulshan-1, Dhaka-1212

Ref No: MGBPLC/PROC/RFQ/Y25/9476				              Date: June 15, 2025

[bookmark: _Hlk199951892][bookmark: _Hlk199946034][bookmark: _Hlk200900128]Tender Notice of Web-based NID Verification System for Meghna Bank PLC.
[bookmark: _Hlk199945537]MEGHNA BANK PLC, one of the fourth-generation commercial banks in Bangladesh, provides services in the field of Retail Banking, SME Banking, and Corporate Banking. The Bank invites proposals from qualified bidders to participate in the bidding process or the design, development, and deployment of a Web-based NID Verification System. The solution will allow branch and head office users to verify customer identity using National ID cards via image upload or camera capture, integrated with the Bangladesh Election Commission's API.
The intending tenderer shall have to apply in writing along with documentary evidence to meet the following criteria, who fulfill the following eligible criteria, are eligible to get the tender document:

1. The bidder must have a legal entity registered in Bangladesh and Must have Satisfactory performance Certificate from renowned Bank/Corporate Houses;
1. Bidder must have 1 successful implementation of NID Verification System/eKYC solution to a Financial institution.
1. Bank Solvency Certificate;
1. The organization should have been established for five years.
1. The bidder must submit the original equipment manufacturer’s authorization letter (if applicable).
1. Copy of Trade License;
1. Attested copy of TIN Certificate;
1. Attested copy of VAT Certificate;

The detailed Scope of Work is outlined below:



[bookmark: _MON_1810564504]             

[bookmark: _Hlk199949620]Technical & Functional Offer Submission (soft copy): The bidder shall submit a soft copy of the FUNCTIONAL & TECHNICAL Proposal Only through e-mail to IT Project Management Office, Email: pmo@meghnabank.com.bd by 19 June 2025, The subject of the e-mail containing Functional & Technical Offer would be mentioned as "Functional & Technical Bid for Web-based NID Verification System” with the format above provided format file (SoW for NID Varification system).
[bookmark: _Hlk158652173]Commercial Office Submission (Hard Copy): Commercial Offer should be submitted as hard copy with the avobe provided format (TEMPLATE for Commercial) sealed by the deadline of the tender submission by 19th June 2025.

Special Instruction:

1. Tender bids shall remain valid for 60 (Sixty days) from the date of submission of tender document;
1. If any holidays fall on the date of opening tender bids, then all bids shall be open on the following working day;
1. Tender bids shall be declared disqualified if all papers/documents called for above mentioned documents are not unclosed.
1. Any additional information (e.g.: brochures, client testimonials, etc.) should not be included in the tender as hard copy. The bank will ask later if required.
1. Tender Submission dealline is 19th June 2025 by 5:00 PM (For Both Commercial & Technical)
The Bank Authority reserves the right to accept or reject any or all the quotations in full or part without assigning any reason whatsoever. For any further query, please contact with contact A K M Arifuzzaman (Razib), Project management office, e-mail: pmo@meghnabank.com.bd, phone: +8809610016736, Ext: 70081 & 70082, Cell: +8801306653808)
[bookmark: _GoBack]
SoW for NID Varification system.xlsx
1. Bidder Information

		Bidder Information

		Sl.No.		Criteria/ Features		Vendor Response

		1		General Information

		1.1		Name of the bidder

		1.2		is bidder the principal owner of the solution or authorized partner?

		1.3		Address of the bidder

		1.4		Name of the person whom all references  shall be made regarding this tender

		1.5		Position of the person

		1.6		Address of the person

		1.7		Telephone No & Mobile Number with country and area code

		1.8		Email Address

		2		Integration Experience

		2.1		Number of Implementation of EKYC Solution

		2.2		Major Clients of Bank





2. Functional Requirement

				FUNCTIONAL SPECIFICATION OF Web-based NID Verification System 



				S/N		Functional Description		Vendor Response (Yes/No)		Remarks

				1		Upload both sides of NID image (browse or capture) via from file browsr or 
webcam/mobile camera capture

				2		Auto-capture support with guidance indicators during capture (boundary box, blur check, glare detection)

				3		OCR extraction with Bangla and English language support

				4		Automated field parsing: NID No., DoB, names, address, division, district, subdistrict, etc.

				5		Smart field validation and error detection (typo alerts, missing data flags)

				6		Integration with 3rd party API (Bangladesh Election Commission API)

				7		Retrieval of 17-digit NID number and EC face image from API

				8		Dynamic field-level data matching with match status and score

				9		Face cropping from NID image and facial matching with EC image

				10		face match engine with match percentage and visual preview

				11		Display of match result (status, matched fields, face image preview)

				12		Editable fields (audit logged) and retry option

				13		One-click downloadable PDF report generation with data and face match summary

				14		Print-ready report layout aligned with Meghna Bank branding

				15		Role-based access control: branch/head office user, admin

				16		Secure session management (timeout, password policies, encryption)

				17		Web-based admin panel for user creation, reset, role assignment

				18		Detailed user activity logs and audit trails (downloadable)

				19		Dashboard with real-time stats: daily/weekly/monthly verifications

				20		Trend reports by user/branch with filtering and export options

				21		User-friendly, responsive UI/UX aligned with Meghna Bank PLC branding





3. Technical & Sec. Requirement

				Technical & Security Requirements









				SN		Scope		Requirement Title		Requirement Description		Bidder Response		Remarks

				1		Application Architecture		Highly Modular		System must be highly modular to allow the addition of functional modules as and when needed, without the need for program level changes.

				2		Application Architecture		Database retention and purging 		System should support database retention and purging 

				3		Hardware Platform		VM & vSAN Storage 		Ability to deploy in VM environment and should have vSAN storage support

				4		Application Architecture		Component & Service Oriented Architecture		System must be service-oriented architecture models.

				5		Application Architecture		Core Database Platform		System must support RDBMS. Preferred database may Oracle/MySQL Server. Pls mention the versions supported.

				6		Application Architecture		Ad Hoc Reporting		Support for industry-standard and end-user-based ad hoc reporting tool.

				7		Application Architecture		Platform Portability		System must be deployable on multiple hardware platforms and network standards.

				8		Application Architecture		Database Integrity		The system should apply checks to ensure that no part of the database has been lost.

				9		Application Architecture		Database Integrity		The system should apply checks to ensure that data within the system is consistently.

				10		Application Architecture		Database Integrity		The system should apply checks to ensure that information has been written to the database consistently.

				11		Application Architecture		Database backup		The system should provide the facility to take backups of data and system software at user defined intervals with minimal/without operator intervention.  The system should allow these backups to be both:
(a) full - a complete image of the data and/or software
b. The system should enable data to be restored to a secure and adaptable point in event of system failure.

				12		Application Architecture		Database Recovery		The system should be possible, using off-site backups, to recover the entire system on an alternative machine in the event of a catastrophic event occuring.

				13		Application Architecture		Database Recovery		The system should enable data to be restored to a secure and adaptable point in event of system failure.

				14		Application Architecture		High Availability		TRUE HIGH AVAILABILITY REQUIRED with AUTOMATED SWITCHING. The system should support clustered high availability configurations to ensure primary site can continue to operate without degrading performance when one or more servers fail. 

				15		Application Architecture		Test Environment		Onsite test environment for system, technical and administrative user. Supplier will help test environment configuration and readiness.

				16		Application Architecture		Deployment		Solution should have the capacity to be deployed on container as well

				17		Application Architecture		Document storage		Ability to store document/image into the document location/server not into database and mapping with application/database.

				18		Application Architecture		Compress support		Ability to compress/decompress image/objects
If yes then vendor will provide details of compression technique

				19		Application Architecture		Configurability and Maintenance		Ability to configure the system using parameter- or table-driven approach. This includes data structures, screens, functions, key fields and reports.

				20		Application Architecture		Scalability		Proposed Hardware and Software must have ability to linearly scale system based on reasonable growth patterns by adding incremental computing resources. Also to support clustering at each layer i.e. Web server, Application server and Database for Fault Tolerance & Load Balancing. The system would be deployed in clustered environment on 2 servers

				21		Application Architecture		Archival		System must allow or option should be available for user-defined periodical archival facility for database, logfile, or other file format.

				22		Hardware Platform		Core Servers 		One of the following latest OS: IBM AIX , Unix, Sun Solaris, HP UX , Windows, Linux. Preferred OS is Linux or open source 

				23		Hardware Platform		Database Server		One of the following latest OS: Windows, IBM AIX, Unix,Sun Solaris, HP UX. Preferred database is Oracle or My SQL Server.

				24		Hardware Platform		Browser-Based Front-End for end user		System able to run independently in any OS and Hardware environment.

				28		Integration		Integration with Email System		Integration capability with Email Server (SMTP)

				29		Integration		Integration with SMS Gateway		Integration capability with SMS Gateway

				31		Integration		Integration with 
Document Management System		Integration with Document Management System for document archiving.

				32		Integration		Others		Any other integration as per business need.

				34		Technical Support		Off site support 		24*7*366 support must be available

				35		Technical Support		Training		Functional, Technical & Administrative training must be provided.

				36		Technical Support		Technical Documentation 		Must provide Data Dictionary, Installation guide, Administrative Document, etc.

				37		Technical Support		User Manual		Must provide User Manual

				38		Technical Support		Technical Manual		Must be provided technical manual containing installation procedure, System architecture etc.

				39		Technical Support		Integration Manual		Security features and Interface requirements with other systems 

				40		Technical Support		As build Documentation		Vendor must provide "As Build Documentation" after successfully project handover

				41		Technical Support		System Monitoring		Solution should be equipped with a monitoring console/dashboard for its operation or an administration console/dashboard

				42		Technical Support		Integration with existing Monitoring system		The solution should support standard integration with Bank's existing monitoring system

				43		Customization 		Process Change		System should support to do the customization and add new business process/logic/ data entry screen and change exisiting process by trained users. 

				44		User Interface		Responsive & Adaptive		Solution should be device responsive and should supported tablet and Smartphone browser. Based on resolution the solution will define position of functionalities on page.

				45		User Interface		Highly parameterized		The system should be parameterized to facilitate initial system set-up and future maintenance activities, as well as allow creation of new products without the need to alter application source code or data structures.

				46		User Interface		User Reporting Tool/Custom Report Builder		The system must provide a powerful reporting tool to allow users to custom design daily, monthly and year-end reports and to automate the process of producing standard periodic operational analysis. System should provide platform to develop customized report by technical users.

				47		User Management		User Administration		User Management should have facility to restrict or allow query rights to different users for different workgroups.

				48		User Management		User Administration		System should have facility to create user, edit user, delete user,apply MGBL password policy,password reset,activate/De-activate user,Block/Unblock user,delete user,user list with search,assign user role

				49		User Management		User Administration		System should have facility to create role,edit role,delete role,role list with search,assign permission to role

				50		User Management		User Administration		Add a remarks features so that we can identify user is permanently disable or temporary. Eg. Annual leave

				51		User Management		User Administration		There will be a report features from where we can extract user list with role id, user ID, group and Active/ inactive status in excel format

				52		User Management		User Administration		The proposed system must have capability to integrate with AD/LDAP for supporting SSO

				53		User Management		User Administration		System should have configurable option to assaign make-checker separation for content input, edit and publish considering users and user groups.


				54		File Format		Upload/Download File format 		System should support all type file format like TXT, CSV, Excel, PDF, MT, MX, ISO standard file, Word etc. for both uploading and downloading

				55		Hardware Platform		Application Backup		The proposed solution should have procedure to ensure full application Backup and restoration  

				56		APPLICATION SECURITY		Security Configuration		System must be able to protect itself from various application vulnerability issues like URL tampering - SQL Injection, cross site scripting etc. including all the issues present on OWASP Top 10

				57		APPLICATION SECURITY		Security Configuration		Prevent parameter tampering for Data Integrity 

				58		APPLICATION SECURITY		Security Configuration		Prevent parameter tampering as followings and not limited to:  
(e.g.: 1. HTTP headers, such as REMOTE_ADDR, PROXY_VIA or similar, 2. Environment variables, such as getenv() or via server properties, 3. All GET, POST and Cookie data)

				59		APPLICATION SECURITY		Security Configuration		Data Integrity Hidden fields (Sensitive data, such as passwords, should never be sent in the clear text)

				60		APPLICATION SECURITY		Security Configuration		System have provision to obscure header info. 

				61		APPLICATION SECURITY		Security Configuration		System should enable HTTP Strict Transport Security. 

				62		APPLICATION SECURITY		Security Configuration		System should use HttpOnly cookies. 

				63		APPLICATION SECURITY		Security Configuration		System use Secure Cookies  

				64		APPLICATION SECURITY		Security Configuration		System should support to hardening default Web Servers & Servers settings as per requirement

				65		APPLICATION SECURITY		Security Configuration		Protect against Injections such as: SQL injection.Command injection, LDAP Injection and so on.

				66		APPLICATION SECURITY		Security Configuration		Protection against DoS or DDoS.

				67		APPLICATION SECURITY		Security Configuration		Web application should be responsive.

				68		APPLICATION SECURITY		Security Configuration		Web Application should be compatable with renowned browser(e.g: IE, Firefox, Chrome, Safari etc.)  

				69		APPLICATION SECURITY		Security Configuration		Web Application should have protection against CSRF.

				70		APPLICATION SECURITY		Security Configuration		Web Application should have protection against Click-jacking.  

				71		APPLICATION SECURITY		Security Configuration		Web Application should have protection against broken authentication and access control. Such as Priviliege escalation.

				72		APPLICATION SECURITY		Security Configuration		Web Application should have protection against sensitive data exposure.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                 

				73		APPLICATION SECURITY		Security Configuration		The Solution should have support TLS V2.0 and above

				74		APPLICATION SECURITY		Security Configuration		The Solution should have support Integration with SIEM

				75		APPLICATION SECURITY		Security Configuration		The Solution should have support SSL Certificates (Wild card certificates)

				76		APPLICATION SECURITY		Security Configuration		The Solution should have support 64bit platform in terms of application & OS

				77		APPLICATION SECURITY		PASSWORD INFRASTRUCTURE		Should enforce mandatory checks in the password such as minimum length, maximum length, mix of alphabet, digits and special characters, user id not being part of password and presence of four distinct characters. Must comply with Bangladesh Bank ICT Security guideline & Meghna Bank password policy

				78		APPLICATION SECURITY		PASSWORD INFRASTRUCTURE		Password is stored in the database (not in Files) and in one-way encrypted form.

				79		APPLICATION SECURITY		PASSWORD INFRASTRUCTURE		Password history – should disallow at least last N passwords to be re-used, where “N” is a bank maintainable parameter.

				80		APPLICATION SECURITY		PASSWORD INFRASTRUCTURE		Forced change of password after a preset time

				81		APPLICATION SECURITY		PASSWORD INFRASTRUCTURE		Blocking use of certain passwords, such as easily guessed passwords, passwords based on the user ID, and passwords containing words from a dictionary. So password complexity can be imposed.

				82		APPLICATION SECURITY		PASSWORD INFRASTRUCTURE		Configurable Password reset option

				83		APPLICATION SECURITY		USER EXPIRY		Application should forcibly deactivate users after a period of non usage. This period should be defined by the bank.

				84		APPLICATION SECURITY		MULTIPLE LOGIN		Multiple login should be disallowed by the application.

				85		APPLICATION SECURITY		Failure Login		Failure login attempt should be logged and recorded.

				86		APPLICATION SECURITY		SSL SUPPORT		The application should be compliant with 256 bit SSL encryption for managing transmission layer security.

				87		APPLICATION SECURITY		TIME OUT		The application should allow setting application time out based on parameter. 
An idle session beyond the time out should be terminated by the application.

				88		APPLICATION SECURITY		ENCRYPTION		Data in transit must be encrypted to secure sensitive customer information.

				89		APPLICATION SECURITY		APPLICATION AUDIT		The key operations by Interface users, user interface and administrators must be audited by the application.

				90		APPLICATION SECURITY		View Audit Log		The system should allow bank administrator to view system log, activity inquiry, transaction limit inquiry as per parameter.

				91		APPLICATION SECURITY		MAKER CHECKER FACILITY		The solution should support maker – checker facility at all approval

				92		APPLICATION SECURITY		Force Change Password		This transaction forces the user to change the password as per password policy defined

				93		APPLICATION SECURITY		Others		• File upload validation should be available, if any upload is there.
• No default/Hard coded ID must be available

				94		APPLICATION SECURITY		Access Logging		System must be able to track user log-on  (and log-off) activities and the location from which a user has logged on (and logged off).

				95		APPLICATION SECURITY		Change Logging		System must be able to track changes in the records made by users.

				96		APPLICATION SECURITY		Security Audit Trail		System must support the ability to generate robust security audit reports describing who, what, when and where security was assigned, modified or deleted.

				97		APPLICATION SECURITY		Security Audit Trail		System must be able to track user log-on  (and log-off) activities and the location with IPs from where a user has logged on (and logged off) and timestamp of log on in log out.  

				98		APPLICATION SECURITY		Security Audit Trail		                                 -                                                                                                                                                                                              System must be able to track changes in the records made by users which include location,timestamp and activities.                                  

				99		APPLICATION SECURITY		Data Encryption and Transmission		Ability to encrypt passwords and other sensitive data based on industry-standard encryption mechanisms.

				100		APPLICATION SECURITY		IP tracking		IP tracking must be incorporated and IP based restriction can be possible.

				101		APPLICATION SECURITY		Compliance		Comply regulatory requirement, global standard, laws and Bank policy                                                                   

				102		APPLICATION SECURITY		Compliance		The system should comply with Bangladesh Bank ICT security guideline

				103		APPLICATION SECURITY		Session Management		System must force time-out based on time parameters. Time out parameters should be flexible, based on job role,module and function.

				104		APPLICATION SECURITY		Session Management		User generated session-ids must be rejected.

				105		APPLICATION SECURITY		Session Management		Session expiration on idle timeout, absolute timeout.

				106		APPLICATION SECURITY		Session Management		Destroying Web Content Cache relevant info on Manual Logout, Browser /Tab Close.

				107		APPLICATION SECURITY		Session Management		Application should not support multiple session from one user at the same time.

				108		APPLICATION SECURITY		Session Management		Session Cookies: Application should not store any critical information in cookies (e.g. password), also, application should not keep anything in a cookies that, if spoofed, can compromise the app (e.g. a reference can be used instead).

				109		APPLICATION SECURITY		Session Management		Multple access through single user should be restricted. 

				110		APPLICATION SECURITY		Certificate and Encryption		Ensure proper TLS Certificate.


				111		APPLICATION SECURITY		Certificate and Encryption		There should have option to upgrade encryption methods and cipher as per Bank requirement.

				112		APPLICATION SECURITY		Database Security.		Data within the database should be secured using encryption that are secureable and appropriate access levels should be in place

				113		APPLICATION SECURITY		Database Security.		Connection information for establishing communication to the database should be encrypted. e.g: connection strings 

				114		APPLICATION SECURITY		Vulnerability Assessment Feedback Resolution		Should be under change management "Any Modifications required from VA should be incoporated"

				115

				116		Technical		Open API		Should support open API to integrate & call all other internal & external applications

				117		Technical		Customizable menu options		Should support customizable menu options to suit users need/situation

				118		Technical		Profile management		Should have option to manage profile by users and should have option for uploading profile photo

				119		Technical		Orientation		Should have flexible orientation facility

				120		Technical		Guide and tips		Should have FAQ, tooltips and online guide inbuild within the application

				121		Technical		Access Loging		Ability to keep proper access log





4.IT Infrastructure Requirement

				Please mention IT infrastructure details as per below format. 

				Please add any enviromnt if not listed below.



				Live Production

						Quantity		Core		RAM		Storage (GB)		Database Name 		OS

				Application Server

				Web Server

				Database Server

				Load Balancer (If Any)

				Total





				DR

						Quantity		Core		RAM		Storage (GB)		Database Name 		OS

				Application Server

				Web Server

				Database Server

				Load Balancer (If Any)

				Total





				UAT/Test

						Quantity		Core		RAM		Storage (GB)		Database Name 		OS

				Application Server

				Web Server

				Database Server

				Total







Technical Document Checklist

		Required Technical Documents Check list

		Technical bids must be in an organized and structured manner. Bid document should be included in following section:

		Sl No		Description

		1		Architcture document

		2		API Document (If any)

		3		User Manaual

		4		Installation guide

		5		Administrative Document

		6		workflow document

		7		Configuration document

		8		Test Case
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TEMPLATE FOR COMMERCIAL /FINANCIAL OFFER



		Bidder Name :

		Date :







		S.N

		Particular

		Unit Price in BDT

		Applicable TAX/VAT

		TOTAL Price in BDT (Including TAX/VAT)



		A1

		License Cost: Software

		 

		 

		 



		A2

		Implementation Cost (with Bank specific cosmetic / brand/ design change)

		 

		 

		 



		A3

		Other Cost: Customize- related cost

		 

		 

		 



		

		TOTAL COST

		

		

		







		B

		Annual Maintenance Charge for the Solution  for Loan Documentation and monitoring Solution

		Unit Price in BDT

		Applicable TAX/VAT

		TOTAL Price in BDT (Including TAX/VAT)



		B1

		AMC

		 

		 

		 







		Commercial Terms and Conditions:



		SL

		Particular 

		Vendor Responses



		1

		Work Completion Timeline : Please propose the work completion timeline 

		 



		2

		Payment Terms/Method: 

		 



		2.1

		Payment will be made after completion of the job & upon submission of the bill with work order & original challan which is duly signed by authorized personnel 

		 



		2.2

		MGBPLC will deduct all applicable withholding income Tax and VAT from the invoice at the time of payment as per Government Rules

		 



		3

		Price Submission: The bidder shall have to submit the price in the above only. 

		 



		4

		Offer Validity: Submitted offer must remain valid at least for six (06) months from the closing date of the RFP.

		 



		5

		Existing Supplier of Meghna Bank Ltd: If you are the Supplier of Meghna Bank Core Banking System or Card Management/Sanction Screening System or other system, please confirm that above mentioned cost is completely covered all integration cost with your respective systems/ products used in Meghna Bank Ltd as per the scope mentioned on this documents. 

		 









SEAL & SIGN FROM BIDDER
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